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Business Continuity Activities

• Globally
– CSC has a team of over 95 business 

continuity professionals, with teams in 
America, EMEA and Asia/pacific.

– 300+ Contingency exercises per annum

– Full range of  Business Continuity Services

• Client Base
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• Client Base
• Consists of Insurance and Financial companies
• Retail
• Industrial
• Manufacturing
• Mining
• Federal and State Government agencies
• Utilities companies
• Logistics Companies



Trends
Infrastructure 

Costs

Network 
Costs

Data Centre 
Space

Manual 

Availability

Higher Utilisation of 
Infrastructure

Reduction of Risk
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Manual 
Processes

Whole of 
Site DR 

strategies

Regulatory Req’s

Data Centre 
Rationalisation

ITIL

Green IT



Competing Priorities for Funding
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Cost
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Probability Assessment – The forgotten link

System A 
<2 hrs

System A 
<4 hrs

System A 

BIA Results

Category 
1 

< 4hrs

Category 

Recovery 
Categories

Clustered 
Solution

Replicated 

Recovery 
Solutions

Site Risks

Risk and Risk and 
Probability Probability 

assessmentassessment
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BIA
System A 
<12 hrs

System A 
<24 hrs

System A 
<48 hrs

System A 
<72 hrs

Category 
2 

<24 hrs

Category 
3 

<72 hrs

Replicated 
Solution

Tape 
Based  

Solution

System  
Risks

Operational 
Risks



Operational Risk Assessment Components

• Location
• Design
• Infrastructure
• Operational Controls

Site Risks

• Age/Type
• Resillience

System 
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• Resillience
• Data Backup

System 
Risks

• Service Location
• Remote Support
• Operational support 

model/Methodology (ITIL)
• Business Continuity and Risk 

Management 

Operational 
Risks



Corporate Critical

Window: VMware for Failover
Linux:  VMware for Failover
UNIX:  Clusters

HA Environments for Scalable Resiliency

HA Systems

•Trading Systems
•B2B Systems
•Workflow and 
messaging Systems
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DR Copy

BCV test copy

EMC VTL Appliance EMC VTL Appliance

UNIX:  Clusters

Prod

messaging Systems
•Health Systems
•Logistics Systems
•Gov’t critical supplier 
systems



High Availability Models

•Pro’s
–Beneficial where Data Centre 

options are limited

–Production Availability 
improvements as well as DR

• Con’s
– Increased complexity
– Increased costs

• Software
• Hardware
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–Provides Flexibility for critical 
systems

– Increase utilisation potential for 
DR infrastructure

–Essential for high impact and 
critical systems

• Hardware
• Network
• Facilities

– Green IT impact
– Increases the amount of 

live infrastructure.
– DR Testing limitations



HA Growth factors and Limitations

• Growth Factors
– IT Infrastructure and 

Network cost reductions

–Virtualisation

–Cloud Computing

• Limitations
–Empirical Data for 

Probability assessment

–Time & Budget for detailed 
assessments
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–Cloud Computing

–Data Centre rationalisation

–Mature 
replication/clustering  tools

–Risk Management Tools to 
aid assessment and 
business case

assessments

–Data Centre options

–Cloud Transparency

–DR testing and validation 
in the cloud



Thank You
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